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1. Introduc on 
 
GDPR came into being on 25th May 2018. Building on the Data Protec on Act (1998) but with 
addi onal requirements, it relates to personal data concerning iden fiable, living individuals. It is 
also designed to give greater control to individuals over how their data is managed. All organisa ons 
have a duty to work towards compliance. Data breaches could incur heavy fines or li ga on. 
Improved record keeping and administra ve procedures are required to aid compliance. 
 
The WAS project team followed advice given on the Informa on Commissioner’s Office (ICO) website 
in order to comply with GDPR legisla on. The GDPR Self-Assessment Checklist was used in order to 
iden fy the progress to-date for WAS. 
 
2. GDPR Legisla on – WAS as Data Controller 
 
According to the ICO website, a Data Controller determines the purposes and means of processing 
personal data and a Data Processor is responsible for processing personal data on behalf of a 
controller (ico.org.uk). 
 
Ar cle 5(1) requires that data is: 

a) ‘Processed lawfully, fairly and in a transparent manner in rela on to individuals; 
b) Collected for specified, explicit and legi mate purposes and not further processed in a 

manner that is incompa ble with those purposes; further processing for archiving purposes 
in the public interest, scien fic or historical research purposes or sta s cal purposes shall 
not be considered to be incompa ble with the ini al purposes; 

c) Adequate, relevant, and limited to what is necessary in rela on to the purposes for which 
they are processed; 

d) Accurate and, where necessary, kept up-to-date, every reasonable step must be taken to 
ensure that personal data that are inaccurate, having regard to the purposes for which they 
are processed, are erased or rec fied without delay; 

e) Kept in a form which permits iden fica on of data subjects for no longer than is necessary 
for the purposes for which personal data are processed; personal data may be stored for 
longer periods insofar as the personal data will be processed solely for archiving purposes in 
the public interest, scien fic or historical research purposes or sta s cal purposes subject to 
the implementa on of the appropriate technical and organisa onal measures required by 
the GDPR in order to safeguard the rights and freedoms of individuals; 

f) Processed in a manner that ensures appropriate security of the personal data, including 
protec on against unauthorised or unlawful processing and against accidental loos, 
destruc on or damage, using appropriate technical or organisa onal measures.’ 

 
Ar cle 5(2) requires that:  
‘The Controller be responsible for, and be able to demonstrate, compliance with the principles.’ 
  
3. GDPR Principles – Work Undertaken by WAS  

h ps://ico.org.uk/for-organsa ons/guide-to-the-general-data-protec on-regula on-gdpr/ 
 
3.1  Step 1 of 4: Lawfulness, Fairness and Transparency 
 
3.1.1 Informa on you hold 

Your business has conducted an Informa on Audit to map data flows. 
WAS has documented what personal data is held, where it came from, who it is 
shared with and what is done with it. 
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3.1.2 Lawful Basis for Processing Personal Data 
Your business has iden fied the Lawful Basis for processing personal data and has 
documented it. 
Member’s explicit consent has been iden fied as being the ‘Lawful Basis’ for 
processing their personal data; there is no other way to achieve it. This is wri en into 
the WAS Privacy No ce which is published on its website. 
 

3.1.3 Consent 
Your business has reviewed how you ask for and record consent. 
WAS has achieved this by supplying a Membership Form (on the website) and 
obtaining member’s explicit consent for holding personal data. WAS also holds 
Trustee consents for processing personal data for applica on to the Charity 
Commission’s website. All such consents are recorded on the Members’ Database. 
 
Your business has systems to record and manage outgoing consent. 
WAS con nually reviews consents by reques ng members’ up-to-date details in the 
2-monthly Newsle er. Members are also no fied that they have the right to 
withdraw consent at any me and to contact the Membership Secretary to do so. 
 

3.1.4 Consent to Process Children’s Personal Data for On-line Services 
If your business relies on consent to offer on-line services directly to children, you 
have systems in place to manage it. 
This is not applicable as WAS does not hold any children’s personal data. 
 

3.1.5 Vital Interests 
This Lawful Basis is very limited in scope and generally only applies to ma ers of life 
and death 
This does not apply to any data that WAS holds. 
 

3.1.6 Legi mate Interests as Lawful Basis 
This is o en applied to fraud preven on or for marke ng purposes – not applicable 
to WAS. 
 

3.1.7 Registra on with the Informa on Commissioner’s Office 
WAS is registered with the Informa on Commissioner’s Office and pays an annual 
Data Protec on Fee. 
 

3.2  Step 2 of 4: Individuals’ Rights 
 

3.2.1 Right to be Informed including Privacy No ces 
  Your business has provided privacy no ces to individuals. 

WAS has a Privacy No ce which has been added to its Membership Form and also to 
the Membership Page on the website. This informs individuals of the reason for 
collec ng data, the type of data collected and who shares the data. It is clear and 
concise. 

 
3.2.2 Communicate the Processing of Children’s Personal Data 

If your business offers on-line services directly to children, you communicate privacy 
informa on in a way that a child understands it.  
WAS does not hold any children’s personal data so this does not apply. 
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3.2.3 Right of Access 
Your business has a process to recognise and respond to individuals’ requests to 
access their personal data. This needs to be supplied within 1 calendar month. It can 
be requested verbally or in wri ng. 
WAS Process is as follows: 
1) Request will go to the Membership Secretary 
2) The Membership Secretary will verify the member’s iden ty by using reasonable 

means 
3) The Membership Secretary will supply the informa on required 

 
3.2.4 Right to Rec fica on and Data Quality 

Your business has processes to ensure that the personal data you hold remains 
accurate and up-to-date. 
WAS Process is as follows: 
1) Members are reminded via 2-monthly Newsle ers to no fy the Membership 

Secretary of any changes they want to make to their data holdings and consents. 
Records will be updated accordingly. 

2) Trustees will be asked to update their personal data on an annual basis for 
applica on to the Charity Commission website. 

 
3.2.5 Right to Erasure (including Reten on and Disposal) 

Your business has a process to securely dispose of personal data that is no longer 
required or where an individual has asked you to erase it. This can be requested 
verbally or in wri ng. WAS should respond within 1 calendar month. Iden fica on of 
member should be verified. 
WAS Process is as follows: 
1) If requested by a member to remove personal data, the Membership Secretary 

will do so from all lists, electronic and paper. The Membership Secretary will also 
ask other Trustees to do the same from subsets. 

2) Personal data will be confiden ally shredded and disposed of. 
3) The WAS Field Work Health and Fitness Form, giving emergency contact 

informa on while working on site, will be disposed of a er 1 year, except in 
circumstances where a medical condi on could result in a future insurance claim. 
The form will then be kept securely by the Treasurer or Membership Secretary. 

4) Member’s informa on will be deleted from the database within two years of 
them ceasing to be a member (as stated in the Privacy No ce). 

 
3.2.6 Right to Restrict Processing 

Your business has procedures to respond to an individual’s request to restrict the 
processing of their personal data. Requests can be verbal or in wri ng. Iden ty 
needs to be verified. One month to respond. 
WAS process is as follows: 
1) Member’s personal data could be requested to be only held on the main 

database, for communica ons purposes eg, for newsle ers etc. and for ‘need to 
know’ basis only, other subsets should be destroyed. 

2) Members are informed at the beginning of WAS events when photographs will 
be taken and they can opt out if necessary. 
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3.2.7 Right of Data Portability 
Your business has a process to allow individuals to move copy or transfer their 
personal data from one IT environment to another in a safe and secure way, without 
hindrance. 
WAS process is as follows: 
Memory S cks are used as a secure transference method for data. 
 

3.2.8 Right to Object 
Your business has procedures to handle an individual’s objec on to the processing of 
their personal data. Request can be verbal or in wri ng. Iden ty needs to be verified. 
WAS must respond within one calendar month. 

  WAS process is as follows: 
1) A member can ask for their data to be deleted at any me by contac ng the 

Membership Secretary who will deal with it accordingly. 
2) If a member has any concerns regarding the privacy or handling of their data, 

they can contact the Membership Secretary who will contact the GDPR sub-group 
to deal with the ma er on a ‘case by case’ basis. A record will be kept of such 
cases. (As stated in WAS Privacy No ce). 

 
3.2.9 Rights Rela ng to Automated Decision Making including Profiling 

Your business has iden fied whether any of your processing opera ons cons tute 
automated decision making and have processes in place to deal with them. 
WAS does not have any opera ons that deal with automated decision making. Not 
applicable. 

 
 

3.3  Step 3 of 4: Accountability and Governance 
3.3.1 Your Business has an Appropriate Data Protec on Policy 

A UK GDPR Compliance Statement has been wri en, ra fied by WAS Trustees and 
posted on the website. 
Your business monitors your own compliance with data protec on policies and 
regularly reviews the effec veness of data handling and security controls. 
The data protec on policies, security controls and the UK GDPR Compliance 
Statement are reviewed quarterly. 
Your business provides data protec on awareness training for all staff. 
Data protec on awareness training will take place during WAS Commi ee mee ngs 
(as necessary). A UK GDPR Compliance Statement is posted on the website. 
 

3.3.2 Data Processor Contracts 
  Your business has a wri en contract with any data processors you use. 

1) Charity Commission – WAS has a rela onship with the C.C. whereby it 
supplies it with confiden al Trustee data for the Trustee Page on C.C. 
website, minimal data (eg name only) can be seen by the public. 

2) Insurance Company – Our insurers are data processors for us. They cross 
check our informa on with the Charity Commission. 

3) Worthing Museum, Worthing Library, Worthin College, Na onal Trust – 
WAS enters into single contracts with these providers for the hire of 
rooms. 
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4) HSBC Bank - The bank holds personal informa on on three members of 
the Commi ee who have overall responsibility for the Society’s financial 
accounts. 

5) COIF Chari es Deposit Fund – Churches, Charites and Local Authori es 
(CCLA) holds personal informa on on three members of the Commi ee 
who have overall responsibility for the Society’s financial accounts. 

6) Easyfunding UK -  Easyfunding UK hold personal informa on on one 
member of the Commi ee who was responsible for registering the 
society with this organisa on and they receive statements and cheques 
made out to Worthing Archaeological Society for payment into the HSBC 
bank account by the treasurer. 

 
3.3.3 Informa on Risks 

Your business manages informa on risks in a structured way so that 
management understand the business impact of personal data risks and 
manages them effec vely. A Risk Assessment has been carried out. 
 

3.3.4 Data Protec on by Design 
Your business has implemented appropriate technical and organisa onal 
measures to integrate data protec on into your processing ac vi es. 
1) Trustees/Commi ee members send out Blind Carbon Copy (BCC) emails to 

large membership groups to protect individual contact data (this is stated 
in its Privacy No ce). 

2) At events prior warning is given when photographs are taken so that 
individuals can opt out if needed. 

3) WAS restricts data to ‘need to know’ only. 
4) Data is held on home computers and are backed-up locally. No Cloud 

storage is used. 
5) WAS Facebook page is ‘Closed’ and is only accessible by its members. 

 
3.3.5 Data Protec on Impact Assessments 

WAS does not use systema c and extensive profiling with significant effects; 
or process special category or criminal offence data or use new technologies. 
Not applicable to WAS. 

 
3.3.6 Data Protec on Officers 
  WAS has a GDPR Sub-Group of three members. 
 
3.3.7 Management Responsibility 

Decision makers and key people in your business demonstrate support for 
data protec on legisla on and promote a posi ve culture of data protec on 
compliance across the business. 
It is incumbent on all WAS membership to take responsibility for compliance 
with GDPR principles. At the AGM in March, members and Commi ee 
Members are updated on the work that has been carried out on this subject. 
Members are con nually referred to the website for WAS GDPR policy 
documents. 
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3.4  Step 4 of 4: Accountability and Governance 
 
3.4.1 Security Policy 
  Your business has an informa on security policy supported by appropriate
  security measures. 

The membership database is held on the Membership Secretary’s home 
computer which has virus protec on. No Cloud storage is used. Any subsets 
are restricted to strictly ‘need to know’ only. 
Members’ Field Work Health and Fitness Forms are taken to site and held 
securely by the Site Supervisor. 
 

3.4.2 Breach No fica on 
Your business has effec ve processes to iden fy, report, manage and resolve 
any personal data breaches. A personal data breach means a breach of 
security leading to the accidental or unlawful destruc on, loss, altera on, 
unauthorised disclosure of, or access to, personal data. 

  WAS process is as follows: 
These cases must be dealt with as soon as possible and the individual’s 
iden ty needs to be verified. If a member has any concerns regarding the 
privacy or handling of their data, they can contact the Membership Secretary, 
who will contact the GDPR sub-group to deal with the ma er on a ‘case by 
case’ basis. 

 
If it is suspected a breach has occurred then the WAS Data Protec on Officer 
should no fy the ICO of the possible breach within 72 hours of the occurrence. 
The case would then be inves gated internally. A record will be kept of all 
such cases. The member should be informed of the ICO outcome. 
 

3.4.3 Interna onal Transfers 
Your business ensures adequate level of protec on for any personal data 
processed by others on your behalf that is transferred outside the EU. 
WAS does not carry out any interna onal business. Not applicable to WAS. 
 
 

4. CONCLUSION 
This is not a ‘ ck box’ exercise, it involves the current and ongoing standard for handling 
personal data and as such WAS will need to con nue to review its processes and ensure 
they are up-to-date. However, it must be remembered that any work done needs to be 
propor onate to its obliga ons and be appropriate for an organisa on of its size. 
 
According to the on-line GDPR Checklist for Controllers, WAS has achieved a Green 
Ra ng for the work it has carried out. WAS con nue to be compliant with GDPR 
principles. 
 
Donna Wiltshire 
(WAS GDPR Sub-group)  
11th March 2024 


